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INTRODUCTION  

Microsoft Power Platform is a high-productivity application development platform from Microsoft, itõs a 

product family that delivers innovative business solutions across one seamlessly integrated platform. 

Power BI, Power Apps, Power Automate and Power Virtual Agents allow any business to analyze & 

visualize real-time business performance, quickly and easily build custom apps, automate workflows and 

integrate AI capabilities. 

The platform is used by Microsoft to build their own 1 st party applications Dynamics 365 Sales, Service, 

Field Service, Marketing and Talent.  This means these applications are built natively on the platform.   

Enterprise customers can also build their own custom line of business applications using this same 

technology.  Additionally, individual users and teams within your organization can build personal or team 

productivity applications with no -code or low-code.  

PURPOSE OF THIS WHITEPAPER 

This whitepaper is targeted toward the person or department  responsible for planning, securing, 

deploying, and supporting applic ations built on the platform . The goal of the paper is to help you 

understand what is currently in your environment, how to proactively plan for applications  being 

developed and deployed, and finally how to handle day-to-day administrative tasks to manage 

deployments. 

In this whitepaper, we will cover key concepts, platform architecture, and decisions that will be necessary.  

Where possible we will help you develop best practices for your organization to ensure successful 

deployments and high productivity for users using the platform.  

SCOPE OF THIS WHITEPAPER 

Unless specifically noted, all features mentioned in this whitepaper are available as of April 2020. 

The following topics are out of scope for this whitepaper:  

¶ Power BI and other parts of the broader Microsoft Power Platform  

¶ Power Apps fundamentals for building applications  

¶ ISV deployment scenarios, which are handled differently from enterprise deployment scenarios 

¶ Performance tuning of applications  

¶ Full deployment and management of 1st party Dynamics 365 applications 

¶ Dynamics 365 Finance, Dynamics 365 Supply Chain Management, and Dynamics 365 Retail 

¶ Third party solutions which integrate with Power Apps. 

Please visit https://docs.microsoft.com/en -us/power-platform/  to learn more about these topics.  

  

https://docs.microsoft.com/en-us/power-platform/
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HOW TO GET STARTED 

While we recommend absorbing the whitepaper  in its entirety, we thought it might be useful to give you 

some suggested areas on which to focus.  We have organized this paper into the following sections.  You 

can consume them in order or jump around as you wish. 

 

Power 
Platform 
Overview

ωWe give you a high-level overview of the Power Platform.  This is the best place to start if you 
are new to the platform. 

Platform 
architecture

ωWe dive deeper into each of the components with a goal of giving you enough foundational 
knowledge to understand the remaining sections in the paper. 

Secure

ωWe focus on security and licensing topics.  This includes how to discover what has already been 
built in your tenant and how to establish your baseline securityposture.

Monitor

ωWe look at how you can use the out-of-box analytics to monitor what is happening.   We explore 
setting up audit logging so when you need the data it is available. We also review scenarios 
where you can use the connectors and PowerShell cmdlets to build reporting tools tailored to 
your needs.

Alert and Act

ωWe discover how you can leverage the management connectors and PowerShell cmdlets to 
automate your policies.

Deploy

ωWe focus on topics related to deploying applications including automating the process using 
Azure DevOps and Power Apps build tools. 

Educate and 
Support

ωWe focuson how to nurture organic growth and adoption in your organization. 
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NEXT STEPS 

Following this whitepaper, your priorities should be  

o Identify the central team that will be implementing Power Platform governance and assign them 

the Power Platform service admin role, which grants full access to Power Apps, Power Automate 

and Power BI 

o Establish an environment strategy, restrict the creation of net -new trial and production 

environments to admins, and automate a process for requesting new environments 

o Setup data loss prevention policies 

o Leverage out-of-box activity logs & analytics 

o Donõt start from scratch, learn from the Center of Excellence starter kit 

o Establish and automate your audit processes 

o Welcome new makers and identify champions 

o Establish a Center of Excellence that will help accelerate your adoption of the platform by 

investing in and nurturing organic growth while maintaining governance and control. Your Center 

of Excellence will be aligned to and drive your companyõs digital transformation strategy and 

goals 

 

 

  

https://docs.microsoft.com/en-us/power-platform/admin/use-service-admin-role-manage-tenant
https://docs.microsoft.com/en-us/power-platform/guidance/coe/starter-kit
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POWER PLATFORM OVERVIEW  

Microsoft Power Platform is a product family that delivers innovative business solutions across one 

seamlessly integrated platform. Power BI, Power Apps, Power Automate and Power Virtual Agents allow 

any business to analyze & visualize real-time business performance, quickly and easily build custom apps, 

automate workflows and integrate AI capabilities. 

Power Platform provides a low code interface for any user to quickly create custom apps while 

simultaneously providing robust tools for pro developers. This  makes it possible to integrate innovative 

solutions across Azure, Modern Workplace, Dynamics 365 and standalone applications. At the intersection 

of these products lies digital transformation ð giving the customer the power to innovate anywhere, while 

unlocking value everywhere. 

 

Figure 1 Power Platform Overview  

The Power Platform includes several key concepts/components you should be aware of, for many of them 

we will dive deeper into as we progress forward in the whitepaper.  Here are some of the key ones to get 

started: 

Power Apps   Power Apps is the toolset for low-code app development. There are three 

styles of applications; canvas, model-driven and portals.  Power Apps 

canvas applications can also be embedded into SharePoint, Teams, Power 

BI and model-driven applications. Portals enable makers to build low-

code, responsive websites which allow external users to interact with the 

data stored in the Common Data Service. 

Power Automate  Automated workflows that orchestrate across services using connectors. 

Automations can be triggered to run when events occur in other systems 

and services or scheduled to run at a specific time.  Users can start instant 

flows on demand from within the mobile app  on the go  or from the 

context of selected items in other apps.  Business process flows can be 
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used to help guide users through a process.  UI flows add robotic process 

automation (RPA) to automate repetitive tasks performed through a 

browser or user interface of a Windows app without use of a connector. 

Automations can quickly be created from templates or designed in 

Microsoft Visio, or by starting from blank in the portal designer . 

Power BI  Power BI offers capabilities to help you discover and explore insights from 

your data including automated machine learning for predictive modelling, 

new AI visualizations with decomposition trees for detailed root cause 

analysis drill downs, and easier ways for everyone to interact with their 

data using the new Q&A visualization. 

Power Virtual Agents  Power Virtual Agents empowers teams to easily create powerful bots 

using a guided, no-code graphical interface without the need for data 

scientists or developers. It eliminates the gap between the subject matter 

experts and the development teams building the bots, and the long 

latency between teams recognizing an issue and updating the bot to 

address it. 

Common Data Service 

(CDS) 

A mature data platform  to manage data used by business applications, 

CDS is the platform that sits under the Dynamics 365 Sales, Service and 

Marketing business applications and is offered as a service to the 

Platform. An initial schema is defined by the Common Data Model.  CDS 

provides built -in capabilities for business rules, workflows, calculated and 

rollup fields and more. CDS secures data using a configurable security 

model, that offers hierarchical, row level and field level security and 

auditing capabilities.  

Common Data  Model  An open-sourced definition of standard entities that represent commonly 

used concepts and activities.  Every CDS database starts with the entities 

defined as òcoreó.   Through industry accelerators the Common Data 

Model is extended for verticals like banking, healthcare and others.  

Application builders can add their own custom entities to support specific 

business scenarios. 

Connectors  There are 300+ connectors that make it easy for application builders to 

connect to both Microsoft and 3 rd party services, from Dynamics 365 to 

Dropbox.  The connectors allow canvas apps and flows to easily use API 

(application programming interfaces) services without any developer 

knowledge. Custom connectors can also be configured to allow use of 

APIs that arenõt covered by the public connectors. 

AI Builder  AI Builder is a platform capability that allows easily adding AI to Power 

Automate, Power Apps and Dynamics 1st Party Apps.  This enables makers 

to automate tasks and predict outcomes without having to involve data 

scientists.   

On-Premises Data 

Gateway 

On-premises data gateway allows Power Apps, Power Automate and 

Power BI to reach back to on-premises resources to support hybrid 

integration scenarios. The gateway leverages Azure Service Bus relay 

technology to securely allow access to on-premises resources. 
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Power  Apps Component 

Framework (PCF) 

Power Apps component framework empowers professional developers 

and app makers to create code components for model-driven apps and 

canvas apps (experimental preview) to provide an enhanced user 

experience for the users to view and work with data in forms, views, and 

dashboards. 

 

USAGE SCENARIOS  

Power Apps is a flexible platform and can be utilized in several different types of scenarios: 

 

Individual /Team  Productivity Applications  

With self-service scenarios, users are empowered to take their own ideas of how they can 

optimize what they do every day and express them in the form of a Power Apps app or 

Power Automate automation.  These assets can be shared with other team members and 

when successful, be promoted to be broader enterprise assets.  Previously, these scenarios 

were out of reach and required high cost development resources to succeed. As an enterprise 

administrator your role is to put in place the guardrails to foster healthy individual 

productivity while at  the same time safeguarding sensitive business data and ensuring 

continuity when individuals leave your company. 

 

Dynamics 365 Applications  

These 1st party Microsoft applications are built  on and therefore deployed into Power Apps 

environments and utilize the Common Data Service (CDS) for data storage and core platform 

services.  These applications are the quickest way to tackle common business scenarios like 

customer engagement, while still allowing tailoring to your companyõs individual 

requirements.  Custom Power Apps and workflows can be built, embedded into , or extend 

Dynamics 365 applications even further. 

 

Apps from AppSource  

In addition to Microsoft built apps, 3 rd party ISVs can also build on the Power Platform and 

are found via the AppSource marketplace.  These apps and virtual agent bots  can install into 

your existing environments or into their own depending on your unique needs .  

 

SharePoint, Power BI , Teams 

Power Apps canvas apps can also be embedded into the applications users already use.  

Often this increases user adoption because they donõt have to learn a totally new application 

from what they are already using.  Admins retain granular controls over the content that their 

users can access and deploy. 

Á Canvas apps are the primary way to customize SharePoint Online list and 

document library forms . Canvas apps can also be embedded as a webpart in 

your modern SharePoint page.  

Á Power Apps can be embedded as a tab in Microsoft Teams channels or 

conversations, canvas apps can also be added as standalone apps, which are 

1

1 

2 

3 

4 
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discoverable in the Teams app store, and can be added to the left-hand Teams 

app bar. More information on sharing apps in Teams can be found in the 

Appendix to sharing apps in teams  

Á Power Automate flows can be integrated as a Power Automate bot within 

Microsoft Teams, flows can also post messages to Teams channels and users and 

trigger on channel messages.  Flows can also be built (from template or blank) 

and executed from within Teams 

Á Canvas apps can be embedded as a visual in Power BI 

As an administrator you will be enabling these experiences and ensuring users have the right 

permissions and policies to interact with the applications.  

 

Mission critical line of business applications  

Using the same tools and techniques Microsoft uses to build Dynamics 365 apps, enterprise 

customers can build their own line of business applications.  These differ from the individual 

productivity scenario above in that they often solve broad er more complex problems.  These 

applications are also often built by dedicated teams tasked with implementing them.  The 

teams typically follow a more defined process for building the application.   As an enterprise 

administrator you will be helping them p ut in place the necessary Application Lifecycle 

Management (ALM) to facilitate development and day to day operations.  

These are the key scenarios you will encounter, but not an exhaustive list as it is up to the capabilities and 

the creativity of your org anization to determine how it leverages the platform. As an enterprise 

administrator, you will be put ting in place the necessary licensing, policies and processes to ensure 

success of the teams.   Many organizations formalize this in a Center of Excellence chartered with 

nurturing and evolving the organizations efforts.  

  

5 
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PLATFORM ARCHITECTURE  

In this section we want to start drilling down in more detail on the components that make up the Power 

Platform. 

ENVIRONMENTS 

Environments are containers that administrators use to manage apps, flows, connections, and other 

assets; along with perm issions to allow organization users to use the resources.   

Á Environments are tied to a geographic location  that is configured at the time the environment is 

created 

Á Environments can be used to target different audiences and/or for different purposes such as dev, 

test and production  

Á Data Loss Prevention (DLP) policies can be applied to individual environments or the tenant  

Á Every tenant has a Default environment where all licensed Power Apps and Power Automate users 

can create apps & flows 

Á Non-default environments can be created by licensed Power Apps, Power Automate and 

Dynamics users. Creation can be restricted to only global and service admins via a tenant setting 

Á An environment can have one or zero Common Data Service instances. 

 

 

Figure 2 Environment Overview  

DEVELOPING A STRATEGY 

Developing an environment strategy  means configuring environments and other layers of data security 

in a way that support productive development in your organization, while securing and organizing 

resources. A strategy to manage environment provisioning, access and controlling resources within them 

is important to:  

Á Secure data 

Á Understand how to use the Default environment correctly  

Á Manage the correct number of environments to avoid sprawl and conserve capacity 

https://docs.microsoft.com/en-us/power-platform/admin/regions-overview
https://docs.microsoft.com/en-us/power-platform/admin/wp-data-loss-prevention
https://docs.microsoft.com/en-us/power-platform/admin/create-environment#who-can-create-environments
https://docs.microsoft.com/en-us/power-platform/admin/create-environment#who-can-create-environments
https://docs.microsoft.com/en-us/power-platform/admin/control-environment-creation
https://docs.microsoft.com/en-us/power-platform/admin/create-database
https://docs.microsoft.com/en-us/power-platform/admin/create-database
https://docs.microsoft.com/en-us/power-platform/admin/create-database
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Á Facilitate proper Application Lifecycle Management 

Á Organize resources in logical partitions 

Á Support Operations (& Helpdesk) in identifying apps that are in production by having them in 

dedicated environments 

Á Ensure data is being stored and transmitted in acceptable geographic regions (for performance 

and compliance reasons) 

Á Ensure isolation of applications being developed 

 

 

Figure 3: Example environment strategy diagram  
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Here are the main goals for your environment strategy : 

1 

Assign your admins the Dynamics 

365 service admin role or Power 

Platform service admin role  

2 

Restrict the creation of net-new trial 

and production environments to 

admins 

3 

Treat the default environment as a 

ôPersonal productivityõ environment 

for your business groups and 

consider renaming it  

 

4 

Establish a process for requesting 

access or creation of environments 

5  

Dev/Test/Production environments 

for specific business groups or 

application 

6 

Individual-use environments for 

POCs and trainings 

 

 

Exploring these goals in more detail: 

Á Assign your admins the Power Platform service admin or Dynamics 365 service admin role .  

These roles provide administrative access to Power Apps canvas apps, Power Automate, model-

driven apps, environments, custom connectors, connections, gateways, Power Portals, AI Builder 

models and all Common Data Service instances. This role should be assigned to admins that do 

not need global tenant admin access and are dedicated to managing Power Platform products. 

You can read a full comparison of the different admin roles. here.  

Á Restrict the creation of net -new trial and production environments to admins  

Limiting environment creation is beneficial to maintain control in general: both to prevent 

unaccounted capacity consumption and to reduce the number of environments to manage. If 

users have to request environments from central IT, itõs easier to see what people are working on 

if admins are the gatekeeper. 

Á Treat the default environment as a ôPersonal productivityõ environment for your business 

grou ps. 

Renaming the environment through the admin center is recommended to make the purpose of 

that environment self-explanatory. Clearly communicate that Default is never used for production 

apps, but for personal apps that arenõt meant to be used by many. 

Á Establish a process for requesting access or creation of environments  

With environment creation locked down and default reserved for specifically personal apps, make 

it clear to developers in your organization that a proper development project should be started 

by requesting a new dedicated environment where thereõs clear communication of intent and 

support between developers and admins. In the next section thereõs more detail about automated 

environment creation, which is just one way to implement an easy formal request process. 

Á Dev/Test/Production environments for specific business groups or application  

In a perfect scenario without constraints, each project or business unit should have their own set 

https://docs.microsoft.com/en-us/power-platform/admin/control-environment-creation
https://docs.microsoft.com/en-us/power-platform/admin/use-service-admin-role-manage-tenant
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of development, test and production environments to develop solutions. Having staged 

environments ensures that changes during development does not break the end users in 

production and data is not corrupted. When resources are limited, focus this pattern for mission 

critical and important apps, or on business units who need their own dedicated space most 

Á Individual -use environments for Proof of Concepts and training work shops 

To host workshops, hackathons and internal training events like App in a Day or Flow in a Day, 

create a new separate environment for the event to keep everyone organized. Ask the users to 

save the resources they need in a short term after the event and clean up the environment or  

reset it for other events. 

 

COMMON DATA SERVICE  

The Common Data Service (CDS) is a mature data platform  used to securely store data for business 

applications built on Power Apps.  CDS is an abstraction on top of underlying Azure cloud data 

management services to make it easier to build business applications.  CDS provides not just data storage, 

but a way to implement business logic that enforces business rules and automation against the data. Data 

in CDS is organized as entities, for example account and contact would be two examples of entities.  

These entities can have relationships that define the business connection between the data stored in an 

entity.  For example, John is the primary contact for Contoso would be expressed as a relationship from 

account to contact .  The security model of CDS enables data protection down to the field level on 

individual records. A more thorough discussion of security will be covered in the security section of this 

paper. 

 

Figure 4 Common Data Service - What's in the box  
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CDS databases are created in the context of a Power Platform environment.  Each environment can have 

only a single CDS database.  CDS databases can be provisioned by you or licensed individuals in your 

organization to support their custom applications.  A CDS databases is automatically provisioned when a 

Dynamics 365 Customer Engagement application is added to your tenant. The CDS language and 

currency settings cannot be changed afterwards, enterprise organizations that operate in multiple regions 

should align on a base language and base currency.   

MANAGING CDS DAT ABASE INSTANCES 

The easiest way to know if you have a CDS database associated with your environments is to click on the 

environment in the list in the Power Platform Admin Center (https://aka.ms/ppac). If you look at the detail 

page of the environment and you see the following, where it indicates the database version then CDS has 

been created. 

 

Figure 5 Power Platform Admin Center - Environment Details (Database version)  

To create a database for an environment, click ò+Add  databaseó to create a database. 

 

file:///C:/Users/mapichle/Downloads/Power%20Platform%20Admin%20Center%20(https:/aka.ms/ppac
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Figure 6 Power Platform Admin Center ð Create CDS Database 

Once CDS has been provisioned, from the details page you can also edit the environment URL and 

change the type of environment .  For example, you could change a production environment to sandbox 

which would enable other features like copy and reset.   

POWER APPS 

There are three distinct types of applications: Power Apps canvas apps, Power Apps model-driven apps, 

and Power Apps portals. In this section, we will drill deeper into what you should know about these types.   

Model -driven apps  require a CDS database and are built on top of the data modeled in that database 

instance.  Model-driven apps materialize views and detail screens based on the data structure.  Model-

driven apps are mobile friendly and in responsive layout out -of-the box and allow business process flow 

guidance, which in general leads to them being used for heavy data maintenance or backend operating 

teams 

Canvas apps on the other hand can be built with or without a CDS database.  They use connectors to 

access data and services. Canvas apps can start from a blank screen like an artistõs canvas and the creator 

manually lays out each screen.  This allows the creator to have complete control of placement of controls 

on the canvas.  Therefore, in many use cases they are for pixel-perfect designed applications that for 

instance are used by field workers from their mobile devices. 

Power Apps portals  are responsive websites that allow external users to interact with data stored in the 

CDS of the environment where the portal has been deployed.  Allowing customers and partners to work 

with CDS data either anonymously or using commercial login providers including a variety of industry 

standard protocols like SAML2, OpenID Connect and WS-Fed. In order to use Power Apps portals a 

Common Data Service must be provisioned in the environment. 

 Regardless of the three types, apps will be built in the context of a Power Apps environment.  

 

Figure 7 Power Apps Types  

It is also possible as the use-cases get more complex that your solution contains multiple types of apps.  

POWER AUTOMATE  
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Power Automate is an online workflow service that allows automating tasks across multiple services using 

connectors or UI automation.   

Power Automate flows  are started when a triggering event occurs, there are three types of triggers 

Á Automated (When an event occurs) 

Á Scheduled (Recurrence) 

Á Instant (Button click) 

Once triggered, the flow proceeds to execute the actions defined in the flow.  Conditions are used to 

guide the flow to the proper actions.   

Business process flows (BPF)  can be used to guide a user through an interactive process.  For example, if 

you look at the Center of Excellence starter kit, it uses a BPF for reviewing compliance of Power Apps built 

by makers in the organization.  Each stage in the BPF represents a milestone in the compliance review 

process.  BPF can ensure data quality as it will guide users to the collection process of data in the context 

of current action.  

Power Automate flows can be created 

Á From blank 

Á From a template 

Á From Visio  

Flows created from a template can be modified and extended by the maker.  

You can read more on how to use Visio here https://docs.microsoft.com/power -automate/visio -flows 

The following is a simple example of a flow, that starts an approval when an item is created in a 

SharePoint list ð this uses the SharePoint connector, Approval connector and Outlook 365 connector. 

 

Figure 8 Sample Flow using SharePoint  and Approval connectors  

CONNECTORS 

https://docs.microsoft.com/en-us/power-automate/business-process-flows-overview
https://docs.microsoft.com/en-us/power-automate/visio-flows
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Connectors are essentially proxy wrappers around the application programming interfaces (APIs) provided 

by services that allow Power Automate, Power Apps and Logic Apps to easily interact with the service.  

Connectors can be either public or custom.  There are currently over 300+ public connectors that can be 

used by all organizations.  Examples of public connectors are Microsoft 365 (formerly Office 365), 

Common Data Service, Salesforce, SAP and more.  

You may want to communicate with services that are not available as prebuilt connectors. Custom 

connectors address this scenario by allowing you to create (and even share) a connector with its own 

triggers and actions. Custom connectors are defined in the context of an environment and are only 

available to apps and flows within that environment.  Connectors make triggers and actions available that 

can be used by the apps and flows.  Triggers are used by Power Automate to start the execution of the 

flow.  Actions are used by apps and flows to perform a defined set of actions during execution.  

ON- PREMISES DATA GATEWAY 

The on-premises gateway allows Power Apps and Power Automate to reach back to on-premises 

resources to support hybrid integration scenarios. The gateway leverages Azure Service Bus relay 

technology to securely allow access to on-premises resources.   

 

Figure 9 On-premises data gateway overview  

COMPLIANCE AND DATA PRIVACY 

https://docs.microsoft.com/en-us/connectors/custom-connectors/
https://docs.microsoft.com/en-us/connectors/custom-connectors/
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Microsoft is committed to the highest levels of trust, transparency, standards conformance, and regulatory 

compliance. Microsoftõs broad suite of cloud products and services are all built from the ground up to 

address the most rigorous security and privacy demands of our customers. 

To help your organization comply with national, regional, and industry -specific requirements governing 

the collection and use of individualsõ data, Microsoft provides the most comprehensive set of compliance 

offerings (including certifications and attestations) of any cloud service provider.  There are also tools for 

administrators to support your organizationõs efforts.  In this part of the document we will cover in more 

detail the resources available to help you determine and achieve your own organization requirements. 

TRUST CENTER 

The Microsoft Trust Center (https://www.microsoft.com/trustcenter ) is a centralized resource for obtaining 

information on Microsoftõs portfolio of products.  This includes information on security, privacy, 

compliance, and transparency.  While this paper may contain some subset of this information for the 

Power Platform, it is important to always refer to the Microsoft Trust Center for the m ost up to date 

authoritative information.  

For quick reference, you can find the Trust Center Information for the Microsoft Power Platform here 

https://www.microsoft.com/TrustCenter/CloudServices/business-application-platform/default.aspx  .  This 

will include information on Power Apps, Power Automate and Power BI. 

DATA LOCATION 

Microsoft operates multiple data centers world -wide that support the Microsoft Power Platform 

applications.  When your organization establishes a tenant, it establishes the default geographical (geo) 

location.  In addition, when creating environments to su pport applications and contain CDS data the 

environments can be targeted for a specific geo.  A current list of the geos for the Microsoft Power 

platform can be found here https://www.microsoft.com/TrustCenter/CloudServices/business-application-

platform/data -location . 

To support continuity of operations, Microsoft may replicate data to other regions within a geo, but the 

data will not move outside the geo to support data resiliency.   This supports the ability to fail over or 

recover more rapidly in the event of a severe outage.  There are some reasonable exceptions to keeping 

data in the specific geo that are listed on the above site primary focused on legal and support.  Itõs also 

important to note, that you or your users can take actions that expose data outside of the geo.  Other 

services can also be configured to access the data and expose it outside of the geo.  By default, 

authorized users can access the platform and your applications and data from anywhere in the world 

where there is connectivity.   

  

https://www.microsoft.com/en-us/trustcenter
https://www.microsoft.com/en-us/TrustCenter/CloudServices/business-application-platform/default.aspx
https://www.microsoft.com/en-us/TrustCenter/CloudServices/business-application-platform/data-location
https://www.microsoft.com/en-us/TrustCenter/CloudServices/business-application-platform/data-location
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DATA PROTECTION 

Data as it is in transit between user devices and the Microsoft datacenters are secured. Connections 

established between customers and Microsoft datacenters are encrypted, and all public endpoints are 

secured using industry-standard TLS. TLS effectively establishes a security-enhanced browser to server 

connection to help ensure data confidentiality and integrity between des ktops and datacenters. API 

access from the customer endpoint to the server is also similarly protected.  Currently, TLS 1.2 (or higher) 

is required for accessing the server endpoints. 

Data transferred through the on -premises data gateway is also encrypted. Data that users upload is 

typically sent to Azure Blob storage, and all metadata and artifacts for the system itself are stored in an 

Azure SQL database and Azure table storage. 

All instances of the Common Data Service database use SQL Server Transparent Data Encryption (TDE) to 

perform real-time encryption of data when written to disk, also known as encryption at rest.  

By default, Microsoft stores and manages the database encryption keys for your instances, so you donõt 

have to. The manage keys feature in the Power Platform admin center gives administrators the ability to 

self-manage the database encryption keys that are associated with instances of the Common Data Service.  

You can read more about managing your own keys here but generally, it is recommended have Microsoft 

manage the keys unless you have a specific business need to maintain your own. 

 

CENTER OF EXCELLENCE STARTER KIT 

A Center of Excellence is a coordinating function which ensures that change initiatives are delivered 

consistently and well, through standard processes and competent staff.1 Establishing a Microsoft Power 

Platform CoE means investing in and nurturing organic growth while maintaining governance and control. 

A CoE is designed to drive innovation and improvement, and through its central function can break down 

geographic and organizational silos in order to bring together like minded peo ple with similar business 

goals to share knowledge and success, experiment and encourage each other, whilst at the same time 

providing standards, consistency and governance to the organization. In summary, a CoE can be a 

powerful way for an organization to  align around business goals rather than individual department 

metrics. 

Establishing a Center of Excellence is not a requirement to be effective with the Power Platform . However, 

having one has had a positive effect on adoption and ease of administration at many organizations. 

To help support those efforts Microsoft has created the Power Platform Center of Excellence (CoE) starter 

kit. The starter kit is a collection of  components and tools that are designed to help get started with 

developing a strategy for adopting and supporting the Power Platform, with a focus on Power  Apps and 

Power Automate. 

 
1 Stephen Jenner and Craig Kilford, in Management of Portfolios 

https://docs.microsoft.com/en-us/power-platform/admin/manage-encryption-key
https://docs.microsoft.com/en-us/power-platform/guidance/coe/starter-kit
https://docs.microsoft.com/en-us/power-platform/guidance/coe/starter-kit
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Download the most updated assets from the GitHub repository  aka.ms/coestarterkitrepo. View the 

documentation for the Starter Kit here: https://docs.microsoft.com/en -us/power-

platform/guidance/coe/starter -kit  

The kit provides some automation and tooling to help teams build monitoring and automation necessary 

to support a CoE.  The foundation of the kit is a Common Data Service (CDS) data model and Power 

Automate flows to collect resource information across the environments in the tenant .  The kit includes 

multiple Power Apps and Power BI analytics to view and interact with the data collected.  The kit also 

provides a number of assets that provide templates and suggested patterns and practices for 

implementing CoE efforts. 

Throughout this paper we will highlight where the CoE starter kit has resources that can help jumpstart 

your efforts. 

  

https://aka.ms/coestarterkitrepo
https://docs.microsoft.com/en-us/power-platform/guidance/coe/starter-kit
https://docs.microsoft.com/en-us/power-platform/guidance/coe/starter-kit
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SECURE 

In this section, we will focus on typical tasks as well as best practices for securing the platform. We will 

walk through  

Á Product discovery ð understanding the origin of apps and flows  

Á Knowing your environments  

Á Layers of security  

Á Setting up Data Loss Prevention policies  

DISCOVERING YOUR CURRENT STATE 

The first action you should take as part of securing your tenant is a quick discovery process to understand 

if your organization already has started to use Power Platform in your tenant.  As part of this you should 

review what environments already exist and how makers have been building apps and flows. 

Apps, flows and environments could already exist because 

Á Power Apps and Power Automate provide customization for Microsoft 365 (formerly Office 365) 

and Dynamics 365, and are included in this license 

Á Individuals can sign-up to learn and test out Power Apps through the Power Apps community 

plan  

Á Power Apps and Power Automate paid licenses give users the ability to build stand-alone apps 

and flows 

Á Production and Trial environments can be created by users, unless disabled in the Admin center 

WHAT ENVIRONMENTS EXIST? 

From the Power Apps Admin Center (https://aka.ms/ppac ) you can see the environments that already 

exist.  Key things to look for is how many, who created them, and what type of environments you have. 

 

Figure 10 Power Platform Admin Center - Environment List  

https://aka.ms/ppac
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ENVIRONMENT SECURITY ROLES 

Different personas have different levels of access, and each are represented in two different ways 

depending on if the environment has CDS provisioned. If the environment has CDS, permission is 

controlled through the CDS Security Role model. If CDS is not provisioned in an environment, the 

permissions are based on environment role assignments (Environment Admin or Environment Maker). 

 

Persona Details  Environment has CDS  
Environment does not 

have CDS 

Environment Admin  Can perform all 

administrative actions 

on an environment. 

System Administrator 

(predefined) security 

role 

Environment Admin 

role assignment 

Environment Maker  Can create resources 

(e.g., apps and flows) in 

an environment but 

cannot make 

administrative actions 

on the environment 

itself. If CDS is 

provisioned, they can 

optionally be assigned 

maker access to the 

database. 

Environment Maker 

(predefined) security 

role for Canvas and 

Power Automate. 

System Customizer 

(predefined) security 

role for Model/CDS 

customization. 

 

Environment maker role 

assignment 

End user Can access assets like 

apps and flow buttons 

that are shared with 

them but  cannot create 

assets themselves. 

Note that end users are 

not given permission to 

the environment itself, 

theyõre only shared 

access to the 

applications and 

database that are 

located in an 

environment. 

Customized security 

role that provide access 

to assets in the 

environment (such as 

CDS and Model Driven 

apps). If using canvas 

apps, access is shared 

the same as non-CDS 

environmentsðat the 

app level. 

Custom security roles 

are created to support 

applications built in 

your organization.  

Custom security roles 

can also come with 

applications you install 

from AppSource or if 

your users sign up for 

Dynamics 365.   

 

Users are shared access 

to the canvas app (no 

environment role 

assigned) 
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TYPES OF ENVIRONMENTS 

Here is a summary of the different types of environments supported from a product st andpoint with 

comments on intended purpose and security: 

Type Description  Security  

Trial  Expires after 30 days, limit 1 per user. 

Can be used for short-term development, testing 

and personal exploration of the product.  

 

Provisioning trial environments can be restricted 

to admins. 

Full control 

Developer  One per user, single access, community program 

https://aka.ms/powe rappcommunityplan   

Developer environments cannot be shared with 

nor affect other users. 

 

They are not meant to be used as production 

environments for apps. 

 

Provisioning developer environments cannot be 

restricted unless through a support ticket.  

Only single user account with 

community plan has access. 

Access cannot be shared 

Default  Every tenant has one default environment. 

Mainly used for personal exploration and 

productivity, by extending Microsoft 365 (form erly 

Office 365) services. 

 

Default should not be used to host production 

apps. 

 

Create a DLP policy to limit data flow between 

trusted Microsoft connectors and 3rd party APIs 

in the default environment.  

 

You cannot block the automatic provisioning of 

the Default environment. 

Limited control ð all licensed 

users2 are Environment Makers 

 
2 Users licensed for Power Apps, Power Automate, Microsoft 365 (formerly Office 365) and Dynamics 365 

Online, stand-alone licenses, free and trial licenses. 

https://docs.microsoft.com/en-us/power-platform/admin/trial-environments
https://docs.microsoft.com/en-us/powerapps/maker/dev-community-plan
https://aka.ms/powerappcommunityplan
https://docs.microsoft.com/en-us/power-platform/admin/environments-overview#the-default-environment


24 

© Microsoft 20 20 

Sandbox  Non-production environment enables some 

additional options like copy and reset. 

Used for development and testing, separated 

from production.  

 

Requires 1GB of CDS database capacity to 

provision. 

 

Provisioning Sandbox environments can be 

restricted to admins (since production 

environment creation can be blocked), but 

conversion from production cannot be blocked.  

Full control. 

Developers require Environment 

Maker access to create resources. 

 

If used for testing, only end user 

access is needed. 

Production  Non-expiring full environment  

Used to host production solutions and inter nal 

POC/ training workshops. 

 

Requires 1GB of CDS database capacity to 

provision. 

 

Provisioning production environments can be 

restricted to admins 

Full control. 

In production environments, 

restrict end-user access as much 

as possible, just enough use the 

application. Do not give anyone 

Maker access 

 

DEFAULT ENVIRONMENT 

Each tenant will have a default environment created automatically in the region nearest the Azure Active 

Directory (Azure AD) tenant. The default environment has a few distinct properties: 

1. This environment canõt be disabled or deleted.  

 

2. All tenant users are added automatically to the Environment Maker role for the default 

environment and canõt be removed from that role.   

 

3. Only Microsoft 365 (formerly Office 365) tenant global administrators, Dynamics 365 service 

administrators, and Power Platform service administrators are added Environment Administrator.  

 

 

 

4. As the default environment is the preferred place for individual us ers to start off building personal 

productivity apps and flows, it is recommended to rename the default environment to  òPersonal 

Productivity (default)ó or another appropriate name for your organization. 

https://docs.microsoft.com/en-us/power-platform/admin/sandbox-environments
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The Default environment should not be used to host production solutions. Itõs designed to be an open 

environment that allows users to extend Microsoft 365 (formerly Office 365) and trusted applications or to 

build personal productivity applications that donõt affect many people. You can implement  this idea by 

adding a DLP policy that only allows data flow between trusted first party connectors.  

 

ENVIRONMENT REGIONS 

When you create an environment, you will pick a geographic location .  The location cannot be changed 

after creation. Application components, including the CDS database will reside in that region.  Generally, 

you will want to choose a location closest to the application users for that particular environment. If you 

are connecting to other existing external resources, you should consider their location as well.  You should 

also consider any data residency concerns when choosing a location.  

 

Figure 11 Environment Regions List  

Additionally, there is a region named Preview (United States), this environment can currently only be 

created through the admin portal .  Creating an environment in this region provides the ability to test 

portal and designer changes ahead of them rolling out to the normal regions.  For example, new 

connectors or connector actions likely will be available here prior to release.  Itõs important to note that as 

of this writing you canõt create a CDS database in an environment in the preview region. 

WHO CAN CREATE ENVIRONMENTS 

As a global administrator or service administrator in the Power Platform admin center you will be able to 

see a list of all environments created in your tenant.   

TRIAL ENVIRONMENTS 

By default, one trial environment at a time can be created by paid and trial licensed users.  These trial 

environments do not count against the tenant storage capacity and expire after 30 days if not converted 

https://docs.microsoft.com/power-platform/admin/regions-overview#what-regions-are-available
https://aka.ms/ppac
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to production environments.  Itõs important to understand if not converted prior to the 30 days all 

resources including data in that environment are deleted.  

For more details on who can create environments review the docs here 

https://docs.microsoft.com/power -platform/admin/create -environment#who -can-create-

environments.   

It is recommended  to restrict  trial environment  creation to only Microsoft 365 (formerly Office 365) 

global admins, Dynamics 365 admins, and Power Platform admins from the Power Platform admin 

center: 

1. If you are a Microsoft 365 (formerly Office 365) global admin, Dynamics 365 admin, or Power 

Platform admin then navigate to the Power Platform admin center (https://aka.ms/ppac ). 

  

2. Select the settings ògearó in the header:  

 

Figure 12 Settings in Power Platform Admin Center  

  

3.  Under ôWho can create trial environmentsõ and select the Only specific admins option  and 

select  

 

Figure 13 Governance Settings in Power Platform Admin Center  

PRODUCTION ENVIRONMENTS  

By default, all licensed users will be able to create new production environments if the tenant has at least 

1GB of CDS database storage capacity remaining.    

It is recommended  to restrict production  environment  creation to only Microsoft 365 (formerly Office 

365) Global admins, Dynamics 365 admins, and Power Platform admins from the Power Platform admin 

center: 

https://docs.microsoft.com/en-us/power-platform/admin/create-environment#who-can-create-environments
https://docs.microsoft.com/en-us/power-platform/admin/create-environment#who-can-create-environments
https://aka.ms/ppac
https://aka.ms/ppac
https://aka.ms/ppac
https://aka.ms/ppac
https://aka.ms/ppac
https://aka.ms/ppac
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1. If you are an  Microsoft 365 (formerly Office 365)  Global admin, Dynamics 365 admin, or Power 

Platform admin then navigate to the Power Platform admin center (https://aka.ms/ppac ). 

  

2. Select the settings ògearó in the header:  

 

Figure  14 Settings in Power Platform Admin Center  

  

3.  Under ôWho can create production  environmentsõ select the Only specific admins option  and 

select  

 

Figure 15 Governance Settings in Power Platform Admin Center 

 

WHO CAN MANAGE ENVIRONMENTS? 

 Environment management is based on roles. 

- Global admin/ Dynamics 365 service admin can manage any environment in the tenant. 

- Licensed users need to have Environment administrator role to manage the environment. 

No additional Power Apps / Power Automate plan license is required to manage environments.  

Microsoft 365 (formerly Office 

365)  Global Admin  

Dynamics 365 Service Admin  

Power Platform Service Admin  

Delegated Admin  

Full administration to all services 

in tenant  

Full administration to all Power 

Apps and Power Automate 

assets and environments 

 

Power Platform Admin role  

Full administration to all services 

in tenant  

 

Used for partners to provide 

support to customers  

 

https://aka.ms/ppac
https://aka.ms/ppac
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Full support for Power Apps and 

Power Automate coming soon  

View the Service administration permission matrix here: https://docs.microsoft.com/power -

platform/admin/use -service-admin-role-manage-tenant  

This table will provide an overview of the different features and Environment admin vs a Global Admin / 

Dynamics 365 service admin has access to: 

Feature Environment Admin  Global Admin  

Dynamics 365 Service Admin  

Power Platform admi n  

View environments *Yes Yes 

Create environments **Yes Yes 

Edit environments *Yes Yes 

Delete environments *Yes Yes 

Backup *Yes Yes 

Restore *Yes Yes 

Reset *Yes Yes 

Copy *Yes Yes 

Resource/apps/solution *Yes Yes 

Analytics ς Common Data Service *Yes Yes 

Analytics ς Power Apps *Yes Yes 

Analytics ς Power Automate *Yes Yes 

Analytics ς Capacity *Yes Yes 

View Help + Support tickets Yes Yes 

Create Help + Support tickets Yes Yes 

View data integration *Yes Yes 

Create data integration *Yes Yes 

View data loss prevention *Yes Yes 

Create data loss prevention *Yes Yes 

*Yes ς Only applicable to environments, user is an Environment administrator 

Yes ς Have full access to the feature 

**Note : Create environments feature is available to any licensed user in the tenant. If you would like to disable 
this capability and only allow Global Admins and Dynamics 365 Service admins access to this feature, run the 
PowerShell command described below 

https://docs.microsoft.com/en-us/power-platform/admin/use-service-admin-role-manage-tenant
https://docs.microsoft.com/en-us/power-platform/admin/use-service-admin-role-manage-tenant
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For example ς If the feature is enabled, a user with an office license can also provision an environment. Any 
licensed user can create environment. 

WHAT APPS AND FLOWS ALREADY EXIST? 

From the Power Platform Admin Center at (https://aka.ms/ppac ) Ą Environments you can look at the 

detail for each environment and from inside the Resources see a list of any apps and flows that are 

associated with that particular environment.  

 

 

Figure 16 Resource List in Power Apps Admin Center  

For Power Automate flows, you also have the ability as an administrator to turn on/off the flow as well as 

delete it. You can also manage sharing of the flow from here. 

 

https://aka.ms/ppac





















































































































































































